11/29/2016

Cornerstone Version13.8
Employee Information & Security Access:
“What a Program Coordinator Should Know”

Overview

Security Access Request (AD30)

- New Employees

-Providing additional site access for staff
-Procedure for returning employees

-Proper use of AD30 for staff that log expenses-only
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Overview

Employee Information Screen (AD15)

- Completing employee & program information
- Steps to terminate employee access

Training Screens AD31 Security Training and
AD32 Security Coordinator
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AD30 - Security Access Request — New Employee

E

lelp_ F3=Returm F4

FREYS, CRAIG

CORNERSTONE SECURITY ACCESS REQUEST

Current Cornerstone ID (if any for existing employee): -
Last Name: | DOE First Name: [JANE Ml:l
Start Date(for new employee): |11/01/2016

¥ Add New Employee I~ Change, using Employee’s existing Cornerstone ID

Tre: [CLERK Supervisor's ID: [111223335 =) @
I” Total Access for WIC [~ No Citrix Access Needed Should employee be given Admin righ |N' NO

Additional Site(s) where access is requested: | E | E | E |

[ H | = =l =l
- Program Access: |w1c @f, WOMEN, INFANTS AND CHILDREN

4 |

Entered by: [ 300006058 JEFFREYS EREIS
Telephone Number: [312-555-5555 Ext: | 111

AD30 — Security Access Request — Additional Sites

Fl=Help F3=Return F4=Save FS5=Add Fi=Edit F7/=Delete Fll=Next Fl2=Cancel TextEdit
JEFFREYS, CRAIG 300006 CORNERSTONE 10/28/2016
AD30
CORNERSTONE SECURITY ACCESS REQUEST
Current Cornerstone ID (if any for existing employee): I "I
Last Name:[DOE First Name: [ JANE Ml:|
Start Date(for new employee): |11/01/2016

¥ Add New Employee I~ Change, using Employee’s existing Cornerstone ID

Title: ICLERK Supervisor's ID: |111223335 vl

I Total Access for WIC [~ No Citrix Access Needed shouldemploveebeglvenndmhﬁghls?lu NO

Additional Site(s) where access is requested: [003001 a | I 'vl | =1

I = | =l =l =l |

Program Access: IWIC _vl WOMEN, INFANTS AND CHILDREN

Entered by: I 300006058  JEFFREYS CRAIG

Telephone Number: [312-555-1212 ext: [ 119




11/29/2016

AD3O Security Access Request - Returning Employee

Fl=Help F3=Return F4=Save F5=Add F6=Edit F7=Delete Fll=Next F12=Cancel TextEdit
JEFFREYS, CRAIG - > CORNERSTONE 10/28/2016

CORNERSTONE SECURITY ACCESS REQUEST
Current Cornerstone ID (if any for existing employee):
Last Name: [RETURNING First Name: IEMPLOYEE M[:I_

Start Date(for new employee): |11/07/2016
‘ ¥ Add New Employee I™ Change, using Employee's existing Cornerstone ID
Title: ICASE MANAGER ASSISTANT Supervisor's ID: I 111223335 vI

I Total Access for WIC [ No Citrix Access Needed shouldemployeebeolvenAdmlnughls?'N NO

Additional Site(s) where access is requested: | =1 | =1 | =1 |
I = | = | = | =l |

Program Access: [CM <] CASE MANAGEMENT

Entered by: [ 300006058 JEFFREYS CRAIG

Telephone Number: [312-555-1212 Ext: |

AD30 — Security Access Request — Employee Expense

Hﬂmﬁé‘ =Return F4=Save F5=Add F6=Edit F7=Delete Fll=Next Fi2=Concel TextEdit

JEFFREYS, CRAIG 300006 CORNERSTONE l 1/()!/)[)[[)

CORNERSTONE SECURITY ACCESS REQUEST
Current Cornerstone ID (if any for existing employee): I I

Last Name: | CLEAN First Name: |MB1‘ER Ml:l
Start Date(for new employee): |11/01/2016
I Add New Employee I~ Change, using Employee's existing Cornerstone ID
Title: IJANITOR Supervisor's ID: |111223335 ﬁl
I~ Total ¥ No Citrix Access Needed shmManpbveebeghmnMnmnghmIN NO
Additional Site(s) where access is requested: | E | E | E | E
[ H | = | H | = =
Program Access: |CM ~| CASE MANAGEMENT
Entered by: [ 300006058 JEFFREYS EESIE
Telephone Number: [312-555-1212 Ext: | 111
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Admin > Employee > Information — Path

rerstone 13.8
Part Svc/Act Schd/Rfrrl Case Mgmt Asmt WIC FI EEYCTATEY
JEFFREYS, CRAIG 300006 Automated End-Begin-of-day Process
Begin-of-day Process
End-of-day Process
Eile Maintenance
Clinic Table Maintenance

mplc

Biglogics

Lock/Unlock Participant Fl Issuance
Security Access Request

Security Training

<, B 5 Traini

ugty

Cornerstone Lockout

AD15 — Employee Information - Add Program

0000 OR R D D D16

Clinic: 300006 TRAINING CENTER -

Employee ID: 300006010
Name (L,F,MI): DOE JANE
Title: CASE MANAGER
Status: A ACTIVE
Start Date: 11/01/2016 Term. Date: / /
Supervisor: 300006058 JEFFREYS CRAIG
Tax ID: 000000KK - XXX

FO9=ADDRESS PGUP PGDN
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Fl=Help F3=Return F4=Save F5=Add Fb6=Edit

00006

Clinic:

Employee ID:

Name (L,F,MI):

Title:

Status:

Start Date:
Supervisor:

Tax ID:

Cornerstone Liaison:

Fi=Delete

Fll=Next Fl2=Cancel

300006 TRAINING CENTER -

300006010

DOE

CASE MANAGER

A ACTIVE

11/01/2016 Term. Date:

300006058 JEFFREYS
ROCOOOOK - XXX

JANE

/17

N

TextEdit

CRAIG

Security Coordinator: N
Date last update: 10/24/2016 | Modified by:
F9=ADDRESS PGUP PGDN

PROGRAN
e

EFFECTIVE DATE

TERHINATION DATE

AD15 — Emblovee Information - Add Program
[ Cormerstone138 e e |

S5
=

Fl=Help F3=Return F4=Save F5=Add F6=Edit F7=Delete Fll=Next F12=Cancel TextEdit
JEFFREYS, CRAIG CORNERSTONE

10/24/2016

Clinic:
Employee ID:

(LF,MI):

Title:
——
|:> Start Date:

Supervisor:
Tax ID:
Cornerstone Liaison: N
Security Coordinator: N
Date last update: 10/24/2016 | Modified by:

300006 TRAINING CENTER -

300006010

DOE JANE

CASE MANAGER

A ACTIVE F

11/01/2016 Tofm. Date: / /

300006058 JEFFREYS
20000000 - XK

CRAIG

F9=ADDRESS PGUP PGDN
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AD15 — Employee Information — Term Program
F1=Help F3=Return F7=Delete Fli=Next F12=Cancel —mn

JEFFREYS, CRAIG CORNERSTONE 10/24/2016

Clinic: 300006 TRAINING CENTER -
Employee ID: 300006010

=

B

F4=Save F5=Add F6=Edit TextEdit

Name (L, F,MI):
Title:

Status:

Start Date:

DOE

CASE MANAGER

A

11/01/2016

JANE

ACTIVE

Term. Date: [ /

Supervisor: 300006058 JEFFREYS

CRAIG

Tax ID:
Cornerstone Liaison:
Security Coordinator:

2000000 - XXX
N
N

Date last update: 10/24/2016 | Modified by:
FO9=ADDRESS PGUP PGDN

TERHINATION DATE

i

AD15 Em:loxeelnformatlon Term Proiram
@ [0 E=r ==

F1_Help F3=Return F4=Save F5=Add F6=Edit F7=Delete Fll=Next F12=Cancel TextEdit
R RA 00006 OR RSTO 0 4 016

Clinic: 300006 TRAINING CENTER -
Employee ID: 300006010

-{

Name (L,F,MI): DOE JANE
Title: CASE MANAGER
Status: A ACTIVE
Start Date: 11/01/2016 Term. Date: / /
Supervisor: 300006058 JEFFREYS CRAIG
Tax ID:  X0000000KK - XXX
Cornerstone Liaison: N
Security Coordinator: N
Date last update: 10/24/2016 | Modified by:
F9=ADDRESS PGUP PGDN
PROGRAM STATUS EFFECTIVE DATE| TERMINATION DATE
FAMILY CASE MANAGEMENT TERMINATED FROM PRO( 10/29/2016 11/01/2016 L
N
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AD15 — Employee Information - Security Erased

Fl=Help F3=Return F4=Save F5=Add F6=Edit F7=Delete Fll=Next F12=Cancel TextEdit
JEFFREYS, CRAIG CORNERSTONE 11/01/2016

Clinic: 300006 TRAINING CENTER -

Employee ID: 111223335
Nagie (L,F,MI): DOE JANE
Title: CASE MANAGER
Status: T TERMINATED
rt Date: 11/01/2016 Term. Date: 11/07/2016
Supervisor: 300006058 JEFFREYS CRAIG

JEFFREYS, CRAIG 300006




F4=Save
300006

Last Name
DOE

Clinic: 300006 TRAINING CENTER -

Empl ID: BERITET

ADO1-PROVIDER MAINTENANC
ADO2-PROVIDER SERVICE MZ |
ADO4-CLINIC SCHEDULES
ADOS-BIOLOGICS INVENTORY
ADO6-BIOCLOGIC LOT NUMBEE
ADOS-PORTABLE PC UPLOAD,
AD10-BEGINNING OF DAY PE
AD11-END OF DAY PROCESS]
AD12-REINDEX TABLES
AD13-FOLLOW-UP REPORTS
AD14-CLINIC ADMINISTRATI
AD1S-EMPLOYEE INFORMATI(
AD16-EMPLOYEE SCREEN SE(C
AD17-CASELOAD REASSIGNME
AD18-GENERATE MEDICAID E =

F5=Add F6=Edit F7=

Delete Fll=Next Fl2=Cancel
CORNERSTONE

TextEdit

MI

Current Screens Security

10/25/2016

Title: CASE MANAGER

ADD UPD DEL

-

ove

Qefaultl Ba'ncwel Rﬂno!eAII

AD16 — Security Screen

F4=Ssve FS5=fdd F6=Edit

JEFFREYS, CRAIG 300006

Last Name

Empl ID: | 300006011 DOE

Clinic: 300006 TRAINING CENTER -

Not Assigned Screens

Ei=Delete

Fli=fext F12=Cancel
CORNERSTONE

TextEdit

First Name
JOHN

Current Screens Security

p-]
o
-]

10/24/2016

Title: CASE MANAGER

B

ADOO-AUTOMATED EOD-BOD
ADO1-PROVIDER MAINTENANC
ADO2—-PROVIDER SERVICE MriJ
ADO4—-CLINIC SCHEDULES
ADOS-BIOLOGICS INVENTOR!
ADO6-BIOLOGIC LOT NUMBEE
ADO9-PORTABLE PC UPLOAD,
AD1O-BEGINNING OF DAY PE
AD11-END OF DAY PROCESSI
AD12-REINDEX TABLES
AD14-CLINIC ADMINISTRATI
AD1S-EMPLOYEE INFORMATIC
AD16—-EMPLOYEE SCREEN SEC
AD17-CASELOAD REASSIGNME
AD18-GENERATE MEDICAID E
AD19-SCHEDULE CLOSED DAl ~

AD13-FOLLOW-UP REPORTS 1
AD31-SECURITY TRAINING 1
ASO1-ASSESSMENT INFO-GENERAL |
CMO1-CASE ASSIGNMENT HISTORY |
CMO2—-PARTICIPANT GOALS 1
CMO3—-PARTICIPANT PLANNED SERV|
CMO4—-CASE NOTES 1
CMO7-ALERT COMMENTS 1
CHMOE-VIEW ALERT COMMENTS 1
CMO9-CARE PLAN SUMMARY 1
PAO1-PARTICIPANT 1
PAO2-PARTICIPANT 1
PAO3—-PARTICIPANT
PAO6—-PARTICIPANT
PAO7-PARTICIPANT

LOOK-UP
PROFILE
ENROLLMENT 1
GROUP RELATI|
INITIAL PREN|

PAOE-PARTICIPANT HEALTH VISIT]|

Move |

Move All|

nefaultl Bemcwei RemogeAlI

T R
P L R R T
LI - D T T TN N VN T A O

11/29/2016




11/29/2016

rnerstc

Fl=Help F3=Return F4=Save
JEFFREYS, CRAIG

el3.
FS=fdd F6=Edit
300006

Last
Empl ID: | 300006011 DOE

Clinic: 300006 TRAINING CENTER -

Not Assigned Screens
ADOO-AUTOMATED EOD-BOD 4|
AD01-PROVIDER MAINTENANC
ADOZ—-PROVIDER SERVICE Mi
ADO4—CLINIC SCHEDULES
ADOS—BIOLOGICS INVENIOR:
ADO6-BIOLOGIC LOT NUMBEE
ADOS—PORTABLE PC UPLCAD,
AD10-BEGINNING OF DAY PE
AD11-END OF DAY PROCESSI
AD12-REINDEX TABLES
AD14—-CLINIC ADMINISTRATI]
AD1S—EMPLOYEE INFORMATIC

AD17-CASELOAD REASSIGNME

AD19-SCHEDULE CLOSED DAlls

Fi=Delete

Fli=Next F12=Canicel
CORNERSTONE

TextEdit

First Name MI
JOHN

Title: CASE MANAGER

Current Screens Security
AD13-FOLLOW-UP REPORTS []
AD31-SECURITY TRAINING 1
ASO1-ASSE. T INFO- L |
CMO1-CASE ASSIGNMENT HISTORY |
CMO2-PARTICIPANT GOALS 1
CMO3-PARTICIPANT PLANNED SERV|
CMO4—-CASE NOTES 1
1
1
1
1
1

CMO7-ALERT COMMENTS
CMOS8-VIEW ALERT COMMENTIS
CHMOS-CARE PLAN SUMMARY
PAO1-PARTICIPANT
PAO2-PARTICIPANT
PAO3-PARTICIPANT
PAO6—-PARTICIPANT
PAO7-PARTICIPANT
PAOS—-PARTICIPANT

LOOK-UP
PROFILE
ENROLLMENT 1
GROUP RELATI|
INITIAL PREN]|
HEALTH VISIT|

3

bl

Move | Move aul|

nefaultl Benmel RemogeAll

< MK K IR KKK KK .g

< M KKK KKK KKK

IDIZ}DIIDD(ID{K!II'!R

f%

§F Cornerstone 13.8

Fl=Help

EF3=Return F4=Save F5=Add

HOLLIS, MARLIN

AD16 - SECURITY SCREEN

Last Name
300006011 CORMNERSTOMNE

Clinic: 300006 TRAINING CENTER -

Empl ID:

Not Assigned Screens

E6=Ediit

E7=Delete
CORNERSTONE

EI1d =Next

First Name MI
DEMO 11

Title: DEMO

Current Screens Security

Fl12=Cancel

=

TextEdit

ADOO-AUTOMATED ECD-BCD a
ADO1-PROVIDER MAINTENAN |
ADO2-PROVIDER SERVICE M__
ADO4-CLINIC SCHEDULES
ADOS-BIOLOGICS INVENIOR
ADO6-BIOLOGIC LOT NUMBE
ADOS-PORTABLE PC UPLCAD
AD10-BEGINNING OF DAY P
AD11-END OF DAY PROCESS
AD12-REINDEX TABLES
AD14-CLINIC ADMINISTRAT
AD15-EMPLOYEE INFORMATI
AD16-EMPLOYEE SCREEN SE

AD18-GENERATE MEDICAID

AD13-FOLLOW-UP REPORTS

AD1 = L )
AD31-SECURITY TRAINING
ASO1-ASSESSMENT INFO-GENERAL
CMO1-CASE ASSIGNMENT HISTORY
CMO2-PARTICIPANT GOALS
CMOS—-PARTICIPANT PLANNED SERV
CMO4—-CASE NOTES

CMO7-ALERT COMMENTS

CMOS—VIEW ALERT COMMENTS
CMO9—-CARE PLAN SUMMARY
PAO1-PARTICIPANT LOOK-UP
PAO2—-PARTICIPANT PROFILE
PAO3—-PARTICIPANT ENRCLLMENT
PAO6—PARTICIPANT GROUP RELATI|

AD19-SCHEDULE CLOSED DA =

PRAO7-PARTICIPANT INITIAL PREN]|

EKOK KK KK

*

LU N R <

LI SRV Y

Move I

Move l_\ll

Default I Remove I Remove AII

KKKt

T ER

11/21/2016
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Fl=Help F3=Return F4=Save F5=Add FE6=Edit F7/=Delete Fll=Next Fl12=Cancel TextEdit
300006 CORNERSTONE 11/21/2016

Last Name First Name
Empl ID: 300006011 CORNERSTONE DEMO 11

Clinic: 300006 TRAINING CENTER -

Not Assigned Screens Current Screens Security
ADOO-AUTCMATED EOD-BOD |a
ADO1-PROVIDER MAINTENAN |
ADO2-PROVIDER SERVICE M ECURITY TRAINING ]
ADO4—-CLINIC SCHEDULES ASO1-ASSESSMENT INFO-GENERAL |
ADOS-BIOLOGICS INVENTOR CMO1-CASE ASSIGNMENT HISTORY |
ADO6-BICLCGIC LOT NUMBE CHMO2—-PARTICIPANT GOALS 1
ADOS—-PCRTABLE PC UPLOAD CHMO3-PARTICIPANT PLANNED SERV]|
AD1O0-BEGINNING OF DAY P CHMO04—-CASE NOTES 1
1
1
|
1
1

AD11-END OF DAY PROCESS CMO7—-ALERT COMMENTS
AD12-REINDEX TABLES CMO8-VIEW ALERT CCMMENTIS
AD14—-CLINIC ADMINISTRAT CMOS—-CARE PLAN SUMMARY
AD1S-EMPLOYEE INFORMATI PAO1-PARTICIPANT LCCK-UP
AD16-EMPLOYEE SCREEN SE PAO2—-PARTICIPANT PRCFILE
PAO3-PARTICIPANT ENROLLMENT 1
AD18—-GENERATE MEDICAID PAO6—-PARTICIPANT GROUP RELATI|
AD19-SCHEDULE CLOSED DA = PAO7-PARTICIPANT INITIAL PREN|

Move | Al|  pefault | R Remove All|

L A
L MK KR Kk M K KK
E - T T N N N T I )

stone 1

Fl=Help F2=Return F4=Save F5=Add F&6=Edit FE7=Delete Fili=Next F12=Cancel TextEdit
HOLLIS, MARLIN CORNERSTONE 11/21/2016

Last Name First Name
Empl ID: 300006011 CORNERSTONE DEMO 11

Clinic: 300006 TRAINING CENTER - Title: DEMO

Not Assigned Screens Current Screens Security
AD19-SCHEDULE CLOSED DA a | [AD13-FOLLOW-UP REPORTS
AD22-EMPLOYEE EXPENSES AD17-CASELOAD REASSIGNMENT
AD23-CLINIC OPERATING E AD31-SECURITY TRAINING
AD24-LOCK/UNLOCK FI ISS ASOL-ASSESSMENT INFO-GENERAL
AD26-RESET LOGIN FLAG CMO1-CASE ASSIGNMENT HISTORY
AD27-COLOR CPTIONS CMO2-PARTICIPANT GOALS
AD28-PROCEDURE TASBLE MA
AD29-MEDICAL DIRECT EXP CMO7-ALERT COMMENTS
AD30-SECURITY ACCESS RE CMOS-VIEW ALERT COMMENTS
AD33-CORNERSTONE LOCKOU CMOS-CARE PLAN SUMMARY
ASO2-WIC ASSESSMENT PAO1-PARTICIPANT LOOK-UP
ASO3-EI LEVELS OF DEVEL PAO2-PARTICIPANT PROFILE
AS06-BCCP INFORMATION PAO3-PARTICIPANT ENROLLMENT
ASO7-HFI ELIGIBILITY TO PAO6-PARTICIPANT GROUP RELATI|
ASOS-WISEWOMAN INFORMAT PAO7-PARTICIPANT INITIAL PREN]|
CMO4 NOC 5 PAOS-PARTICIPANT HEALTH VISIT|

Moveg.ll nefault] Bemovel Rano!eAll

11



AD16 — Security Screen

Fl=Help F3=Retur
JEFFREYS, CRAIG

300006

Last
Empl ID: | 300006011 DOE
Clinic: 300006 TRAINING CENTER -

Not Assigned Screens

MI
JOHN

Current Screens Security

Title: CASE MANAGER

ADOO-AUTOMATED EOD-BOD [a|
ADO1-PROVIDER MAINTENANC
ADOZ—-PROVIDER SERVICE
ADO4—-CLINIC SCHEDULES
ADOS-BIOLOGICS INVENTIORY
ADO6—-BIOLOGIC LOT NUMBEE
ADO9—-PORTABLE PC UPLOCAD,
AD10-BEGINNING OF DAY PE
AD11-END OF DAY PROCESSI
AD12-REINDEX TABLES
AD14—-CLINIC ADMINISTRATI
AD1S-EMPLOYEE INFORMATIC
AD16-EMPLOYEE SCREEN SEC

AD13-FOLLOW-UP REPORTS
AD31-SECURITY TRAINING
ASO1-ASSESSMENT INFO-GENERAL
CMO1-CASE ASSIGNMENT HISTCORY
CMO2-PARTICIPANT GOALS
- = = = SERV,

CMOS8-VIEW ALERT COMMENTIS
CMOS—-CARE PLAN SUMMARY
PAO1-PARTICIPANT LOCK-UP
PAO2-PARTICIPANT PROFILE
PAO3-PARTICIPANT ENROLLMENT 1

AD17-CASELOAD
AD18-GENERATE
AD19-SCHEDULE

REASS IGNME
MEDICAID E
CLOSED DAl~]

PAO6—-PARTICIPANT
PAO7-PARTICIPANT
PAOS-PARTICIPANT

GROUP RELATI|
INITIAL PREN]|
HEALTH VISIT|

<K KKK

<[H KKK

10/24/2016

Fl=Help FE3=Return. F4=Save F5=Add F6=Edit FE7=Delete Fli=Next Fl12=Cancel

HOLLIS, MARLIN
CURITY SCREEN

Last Name First Name MI

Empl ID: 300006011 CORNERSTONE
Clinic: 300006 TRAINING CENTER -

Not Assigned Screens

DEMO 11
Title: DEMO

Current Screens Security

AD19-SCHEDULE CLOSED DA a
AD22-EMPLOYEE EXPENSES
AD23-CLINIC OPERATING E
AD24-LOCK/UNLOCK FI ISS—_J
AD26-RESET LOGIN FLAG
AD27-COLOR OPTIONS
AD28-PROCEDURE TABLE MA
AD29-MEDICAL DIRECT EXP
AD30-SECURITY ACCESS RE
AD33-CORNERSTONE LOCKOU
AS02-WIC ASSESSMENT
ASO3-EI LEVELS OF DEVEL
AS06-BCCP INFORMATION
ASO07-HFI ELIGIBILITY TO
ASOS8-WISEWOMAN INFORMAT

Move | ng

AD13-FOLLOW-UP REPORTS
AD17-CASELOAD REASSIGNMENT
AD31-SECURITY TRAINING
ASO1-ASSESSMENT INFC-GENERAL
CMO1-CASE ASSIGNMENT HISTORY
CMO2-PARTICIPANT GOALS

CMO7-ALERT COMMENIS
CMOS-VIEW ALERT COMMENIS
CMO9-CARE PLAN SUMMARY

PAO1-PARTICIPANT
PAO2-PARTICIPANT
PAO3-PARTICIPANT
PAO6-PARTICIPANT
PAO7-PARTICIPANT
PAOE-PARTICIPANT

LOOK-UP
PROFILE
ENROLLMENT
GROUP RELATI|
INITIAL PREN|
HEALTH VISIT|

QQfaultl |B,emove| Remo!eA.II

|

11/21/2016

11/29/2016
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REMINDER

SECURITY TRAINING (AD31) STAFF

Employees who use Cornerstone are required to be aware of their
security responsibilities.

New employees will not be allowed into the full Cornerstone system
until training has been completed.

- Annual Training Required Once A Year
- System Reminder 30 Days Prior To Annual Training Date

Part

300006

Lock/Unlock Participant Fl Issuance

13
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JEFFREYS, CRAIG 300006 CORNERSTONE 10/25/2016

INTRO Icounnemu.rrv | comruicT oF nTeresT | compuTEr Risks | compuTer securiTy | Ema | certiFicaTion

Employees who use Cornerstone are required to be aware of their security responsibilities. Security
training is designed to help employees become familiar with using Cornerstone’s security features.
Security training also ensures that employees their P ilities and security prooedures
for protecting any sensitive information.

Fl=Help F3=Return F4=Save F5=Add F6=Edit F7=Delete Fli=-Next F12=Cancel TextEdit

AD31 - Security Training

CERTIFICATION

= I certify I have carefully read and understand the content of this training.

My Cornerstone Security Coordinator: IMARL[N HOLLIS

Date Completed: /7

14
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REMINDER

SECURITY COORDINATOR TRAINING (AD32) Supervisor

Security Coordinators who use Cornerstone are required to be aware

of their security responsibilities.

- Annual Training Required Once A Year

- System Reminder 30 Days Prior To Annual Training Date

Part Swvc/Act Schd/Rfrrl Case Mgmt Asmt WIC F1 GG

JEFFREYS, CRAIG 300006 Automated End-Begin-of-day Process
Begin-of-day Process
End-of-day Process

Eile Maintenance
Clinic Table Maintenance

Employee
Expenses
Biologics

Lock/Unlock Participant FI Issuance
Security Access Request

Security Training

Security Coordinatc

security Coordinator Training
Cornerstone Lockout

Ng

10/25/2016
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ornerst

=Help F3=Return F4=Save F5=Add F6=Edit Fi=Delete Fll=Next FlZ=Cancel TextEdit

CORNERSTONE 10/25/2016

DUTIES AND RESPONSIBILITIES | | INFORMATION DISPOSAL INCIDENT REPORTING CERTIFICATION

The Security Coordinator's duties:

* Coordinate system access for staff and determine appropriate access levels.

* Ensure that State-owned equipment and resources are secure and equipment is accounted for
by conducting an annual inventory.

™ Report security incidents to the Cornerstone Service Desk immediately.

* Ensure continued operations during system disruption.

* Ensure new Cornerstone Users complete initial security training to gain access
to the system and for all other users, annual security training requirements are met.

* Underscore and review confidentiality policies.

* Establish reasonable use policies (e.g. games, pornography).

* Discuss password & ID sharing.

Ifitis determined that a User's access should be revoked it should be done as soon as possible after
separation from the agency, disciplinary action, or change of business need. If the Cornerstone
Security Coordinator cannot complete this task they are still responsible for ensuring itis done in a
timely fashion.

-

I~ I have read and understand the information on this page

References

“Cornerstone Security Training Review”
10/1/2013

http://www.springfieldul.org/page.aspx?item=22
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Questions

If you have questions, please contact the appropriate
IDHS program

OR

CORNERSTONE SUPPORT

Service Desk

Phone: 866.791.4554

Fax: 217-524-0289

Email: DolT.CStoneSupport@illinois.gov

Thank You!
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