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Cornerstone Security Cornerstone Security 
TrainingTraining

October 1, 2013October 1, 2013

ObjectivesObjectives

Following the webcast, participants will be Following the webcast, participants will be 
able to:able to:able to:able to:
State why security training is now required State why security training is now required 
for Cornerstone usersfor Cornerstone users
Describe the training requirements for new Describe the training requirements for new 
and existing staffand existing staff
List at least one component of the training List at least one component of the training 
for all usersfor all users
Identify a job duty of the Cornerstone Identify a job duty of the Cornerstone 
Security CoordinatorSecurity Coordinator
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Why is security training Why is security training 
required?required?

The introduction of the Security Training is The introduction of the Security Training is 
in response to:in response to:in response to:in response to:

an IT audit an IT audit 
a USDA’s directive a USDA’s directive 

The expectation is to implement a system The expectation is to implement a system 
wide security plan for Cornerstone.wide security plan for Cornerstone.

Why is security training Why is security training 
required?required?

Staff in each program supported by the Staff in each program supported by the 
Cornerstone Management InformationCornerstone Management InformationCornerstone Management Information Cornerstone Management Information 
System are required to complete training System are required to complete training 
modules:modules:

Upon issuance of a user idUpon issuance of a user id
AnnuallyAnnually
Staff at agencies with multiple sites will need to Staff at agencies with multiple sites will need to 
take the training at each site with a unique take the training at each site with a unique 
server. server. 
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New Employee NotificationNew Employee Notification

Warning: New EmployeesWarning: New Employees
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Existing Employee Existing Employee 
NotificationNotification

Warning: 90 Day CountdownWarning: 90 Day Countdown
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Past Due NoticePast Due Notice

What is in the training?What is in the training?

Overview of AD31Overview of AD31--Security Training Security Training 
SSScreenScreen

The “tabbed” modules include information on:The “tabbed” modules include information on:
•• ConfidentialityConfidentiality
•• Conflict of InterestConflict of Interest
•• Computer RisksComputer Risks
•• Computer SecurityComputer Security
•• EmailEmail
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AD31: IntroAD31: Intro

AD31: ConfidentialityAD31: Confidentiality
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AD31: Conflict of InterestAD31: Conflict of Interest

AD31: Computer Risks 1AD31: Computer Risks 1
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AD31: Computer Risks 2AD31: Computer Risks 2

AD31: Computer Security 1AD31: Computer Security 1
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AD31: Computer Security 2AD31: Computer Security 2

AD31: EmailAD31: Email



9/26/2013

10

AD31: CertificationAD31: Certification

AD31: CertificationAD31: Certification
Security Coordinator WarningSecurity Coordinator Warning
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Security CoordinatorSecurity Coordinator

What is a Cornerstone What is a Cornerstone 
Security Coordinator?Security Coordinator?

To ensure Cornerstone system security To ensure Cornerstone system security 
measures are in place, each agency is measures are in place, each agency is 
expected to have a designated expected to have a designated 
Cornerstone Security Coordinator. Cornerstone Security Coordinator. 
Large agencies with multiple sites may Large agencies with multiple sites may 
have more than onehave more than onehave more than one.have more than one.
This person may serve concurrently as the This person may serve concurrently as the 
Cornerstone Liaison.  Cornerstone Liaison.  
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AD15: Employee InformationAD15: Employee Information

Security Coordinator Security Coordinator 
NotificationNotification
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Advance Notice: Security Advance Notice: Security 
CoordinatorCoordinator

Advance Notice: Security Advance Notice: Security 
CoordinatorCoordinator
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Past Due: Security Past Due: Security 
CoordinatorCoordinator

Past Due: Security Past Due: Security 
CoordinatorCoordinator
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What is in the training?What is in the training?

The AD32The AD32-- Security Coordinator Training Security Coordinator Training 
iireviews:reviews:

Duties and responsibilitiesDuties and responsibilities
Information DisposalInformation Disposal
Incident ReportingIncident Reporting

AD32: Duties and AD32: Duties and 
ResponsibilitiesResponsibilities
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AD32: Information Disposal 1AD32: Information Disposal 1

AD32: Information Disposal 2AD32: Information Disposal 2
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AD32: Incident ReportingAD32: Incident Reporting

AD32: CertificationAD32: Certification
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How will programs determine How will programs determine 
requirements are met?requirements are met?

At a minimum, biennial reviews of local At a minimum, biennial reviews of local ,,
agencies’ physical and data security and agencies’ physical and data security and 
operating procedures will be completed by operating procedures will be completed by 
IDHS and IDPH staff. IDHS and IDPH staff. 
Local agencies are expected to conduct Local agencies are expected to conduct 

lflf it i ti iti llit i ti iti llselfself--monitoring activities annually. monitoring activities annually. 
This requirement varies by programThis requirement varies by program

How will programs determine How will programs determine 
requirements are met?requirements are met?

A new report, the HSPR0424A new report, the HSPR0424--Security Security p ,p , yy
Coordinator Report Coordinator Report 
Allows state and local staff to review for Allows state and local staff to review for 
system users:system users:

past due for trainingpast due for training
due for training within a set timeframedue for training within a set timeframe
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Security Coordinator ReportSecurity Coordinator Report

QuestionsQuestions

If you have questions regarding this If you have questions regarding this 
t i i l t t i tt i i l t t i ttraining please contact your appropriate training please contact your appropriate 
state program contact.  state program contact.  
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Thank You!Thank You!


