Cornerstone Security
Training
October 1, 2013

Objectives

Following the webcast, participants will be
able to:

> State why security training is now required
for Cornerstone users

> Describe the training requirements for new
and existing staff

> List at least one component of the training
for all users

> ldentify a job duty of the Cornerstone
Security Coordinator
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Why is security training

required?
» The introduction of the Security Training is
in response to:
« an IT audit
« a USDA's directive
» The expectation is to implement a system
wide security plan for Cornerstone.

Why is security training

required?
> Staff in each program supported by the
Cornerstone Management Information
System are required to complete training
modules:
« Upon issuance of a user id
« Annually

« Staff at agencies with multiple sites will need to
take the training at each site with a unique
server.
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New Employee Notification

Warning: New Employees
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Existing Employee
Notification

Warning: 90 Day Countdown
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Securty |ranng should be completed m 84 day(s)
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Past Due Notice
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Eecurity Training i now past duse.

[CHOTLNOW, SKIP_| F8~SECURITY TRAINING | FO- COORDINATOR TRAINING |

What is in the training?

> Overview of AD31-Security Training
Screen

« The “tabbed” modules include information on:
 Confidentiality
* Conflict of Interest
» Computer Risks
» Computer Security
* Email
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AD31: Intro

08/26/2013

Employoe s who usc Gomersione anc requircd 1o be awarc of e Scounty responsiMibics. Scounty
2 to nelp employ secome famillar with using Comerstons's security festurss.

Security training al=o ensures that thelr res por and security pr
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F* I have read and understand the information on this page

AD31: Confidentiality
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AD31: Conflict of Interest
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AD31: Computer Risks 1
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COMPUTER RISKS
SECLIRITY RISKS:

Phisning and Social Engl g - G oy to peopie 10 Install malicious sofware
or provide their infi under fzlss This may be dons wvia email, telephona, or
WaBRITAR LINIRAR YOI ATA RUMA AL e ofa _da nat itams
o provide your information.

Rules for avoiding belng out of p

* Treat all unsoliciied phons Calls wilh Skeplicism. o nof provide any personal informati on. such
a5 passwords or other personal data

* Email i inl on ie # phizhing allemnpl.

* Bawars of email links. Roll the mouse overthe link anc see if it matches what appears inthe
amall Fthare 12 3 dlncrepansy, Aant cliek an the link
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AD31: Computer Risks 2

FS=Add Fé=Edit Fl=Delete et Fl2=Cancel TextEdit
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PASS! 3

Aay Co activily compl ryour user ID and password is your res ponsibilily. You
should never share your Iogin information with anyone. IT you ave W write your passwords dowrn.,

placs Biern in = securs localion.

LA e followin g RS 10 BRSNS your

* Usw withGlo8
* Choose random consonants and vowels.
* Liza atlaast faur Affarant characisrs (dant Just rapast tha S3ma shaz)
* O ADT LSS RAMES - FOr s¥3mple, doNTUSE YOUr 1650 RAME, yOUF Feal name, Famous names,
pet names of your children's name
* Dol use areal word in any language (unless altwing the soelling subslantially).
* Do notuse consecutive leliers or numbers (such a3 “abcdelg” or “12342677) or adiacent keys
on your keyboard (such as “gwerkru®).
* Mo one iom he Comenatone Servics Deak of Slale orogram slall will ever aak for your passwond.

o you ellode d has Baan A, change It Immadiately and repost s your agansy
COMESIone Security COorsinator.
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ADDL - Security Training
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AD31: Computer Security 2
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AD1 - Security Training

* Abnormal response time

* Unexplained account lockouls

' Pazzwards notwarking

* Wahaits RoMARAZS WOR'T ORAN OF N32 UNADIaINad change sieaniant
* Running unespede d progms

* Programs nol running properly

* Lack of disk space or memony

* Bouncad nack amalls

* INABilty 10 CONNSE LD the REtwork

* Constant or increasing oashes

* Abnormial ard advily

* Connecting to unfamiliar sites

* Rrowsar 2amings changsd

* Exira toolbars that cannot be dcicted

W you susped your cempuler is infecled wilth maliciows s oltware, reporl il lo your agency Comerslone
Secunty Coordinater immediately.

Heport any Ty. Ewen if the W5 gonc temporanty, t shoukd oo reported
date was sccessed.

I+ T have resd and understand Uhe information on Lhis pege

AD31: Email
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ADTI - Security Training
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EaAl
* Oy open amail A0 Atachneents from isled Sourcas
* I you receive Spam or hoaxes, oy should be celeted and not opened
* Confidential infarmaticn should 0e encaypied.
*Varify you are s ending to the correct email addressi(es).

‘Some information may be better shared via a phone call.
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AD31: Certification
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Security Coordinator

What 1s a Cornerstone
Security Coordinator?

To ensure Cornerstone system security
measures are in place, each agency is
expected to have a designated
Cornerstone Security Coordinator.

> Large agencies with multiple sites may
have more than one.

» This person may serve concurrently as the
Cornerstone Liaison.

9/26/2013
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AD15: Employee Information

ADLS - TMPLOVYLL INFORMATION
Clinie: 300008

Employss ID: 111117180
Hamee (L1 ML} CORNERSTONE DEMO
Titde: pLMU
Status: T TERMINATED
Slarl Dales 11/n1/7003 Term. Dals 08/70/2007

Supervisor

Bax I OO0 - MR
Comerstone Liaison:
Secunty Cnorrinator:

Date last update: 02/04/2002  Modified by: CORNESTONELONGN DEMOLONGHAMEE
Fo_ADDRESS PGUP PGDN

PROGRAM3

PROGRAM | STATUS | CrTCCTTYE DATE [TERMINATION DATT |
M [FAMT Y CASE MAMATSMENT STRRMINATFT FRCM FROE 101 /20S e .
| UrrzATION STERMIMATED FROM PROE 1140 L2003 ‘ogy20/2000 :

[ i, I AN TS AND G IR N ILHMINATLL | HOM FHUE 1A L0 A A

Security Coordinator
Notification

9/26/2013
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Advance Notice: Security
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Please complers Securty Training by 1070772014,
Please complete Secunty Coordinator TRNNG by 10/02/20143.

Advance Notice: Security
Coordinator
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Past Due: Security
Coordinator

Fl=Help F3=Return Fi=Seve FI=Add FI=Ed FI=Dwlete FLi=MNexl FLI=Ca
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Securnty Tramning s now past due.
Secunty Coordnator Trammg 5 now past due.
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2 security Training

Securiy Coordinater Tranng is now past due.
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What 1s in the training?

» The AD32- Security Coordinator Training
reviews:
« Duties and responsibilities
« Information Disposal
« Incident Reporting

AD32: Duties and
it

CUORNERS1UNE

INFORMATION DISPOSAL

DUTICS AND RCSPOMZIDILITY
The &rcurty Conrdinatnrs difins:

* Coordinate system access for staff and determine appropriate access levels.

* Enswre sl Skele-vwned sgquipmenl and issournoes =1e seoans and syuipmenl is sccounbed oo
By manducinn An AnmiAl Ineaniory

* Rupul urily e L thie Come ne Sevice Deskimimodiulely.

* Ensuig i i dwing syslerm di 5

" Ensure new Cormerstons Users complete mmial Secunty training to g3in access
Lo the sysbem and lor all olher users, sonual secunly bannng regue ermenls are mel

1 AN ratan palicias

* Fatablish reAsAnABIc USe PONGRS (2 q qAmes, pomaqraphy)

* Dimenss passward & 10 2harng

It Iz determined that a Users access should be revoked it should be done a3 scon 83 possible after
LARAIANAR FOM ME AJAACY, ARARIRAT ACMAR, 4F ERARGA M BUSIRARS AEAA I Me CAMERSI
Breounly Guordmalor cannol cumpicle s sk ey are Sl responsiie o cosenng s done m g
mely fashlon.

™ 1 have read and understand the Intormation on this page
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AD32: Information Disposal 1

08/10/2012

042002

AD32 - Security Coordinator Training

INFORMATION NMEPOSAI
Wlewlng a fle with 3 computer can create 3 copy ofthe flie on the computers nard drive.

Delsting a file dogs not erase e Infermatien from 3 hard drive or other medla - R may be retleved
nzing farensles or nther rmeoveny innls

1Dwmnal fvee sxssnarrieeed il soome poinl. s encsilioe infornalion ey heoes been sdoed and is <6l
from all atnraga medla Induding somg der and network hard drivaz Adarmal

nard drives, CDs, DWVD, fioppy disks, tape s, thumb drives, memory sicks, "DAs, cell phones and other

=1orape devices Not listed here.
IYNIE, ORGSR OV 2 T1g) SO g bl o = oo ol b
Lechigues lor erasing sndier dis posmg.

° “Wiping” Medla
¥ipIng  process of overariing the space whore hics arc located with randem data.

Readhwntadle media should be “wiped™ Using a ullty thatis comphant with the Department of
Pl {MoDy 50K 3 AT RMA Mg Caileria Sbundiad
* TRIS [EAESSZ FAR BE TG 2508 LmIng
* A defective drive may not be able 1o bo wiped.
1 bave read and understand e miormabon on U page

AD32: Information Disposal 2

# Curmerslone 1300lrD67
Fl=Heip Fi}=Reban Fi=Syve PS=Add Fi=Fdi FT=Deigle Fll=Hp=t Fl2=Coce TexiEdt
USER, CORNERSTONE LCURNERSTONE

DUTIES AND HICIDENT REFORTING KCATION
=]

*TWining” Muadia

¥iping - process of sverwtiting the space where flles are located with random data.
RS ARTIEAL A Panls SRl B wWiped® U2ing S omiy 1112 campliant with tha Dapamvant of
Uetense (Do} U152 810 AMA Uesign Gntena Standard.

*Thiz process can be time conzuming

~Adefectve drive may not be able o be wiped.

*Additional procedures specifiied oy the device manutaciurer may need 10 be emplorad

o ensure @ cormplete wiping process.

" Deuaussing
* Ersgure ofinformation through the use of & very Strong magnet - generslly used Tor

arazing magnete vaedls ks tapes and Aappy dives
T Remermnber 10 keep ALL mM&aanelic media & sullicient 0istance Worm e degau Ssing unit
to prevent sccidents | exposure.
~* Individusls wilh pace makers need b rmainksin @ safe dislsnes fom @clive degaussing.
TOagIULAIAL A EUTARE §ARACSNAR Rard dizk will FARdAr INa Arva parTARAntlyY URUSABIE
* Phvysicsl Dastrustion
T GErtain ypes of shredders are capable of shredding Storage medi Such a5 COs and DVDsS.
* Any 2lorsge medls oan be prysicaly destroyed through Buming, cushing or smasning.
* Ermy 5l ¢ = may exdst with Inc

7 I have read and understand the information on this page
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AD32: Incident Reporting

Uy LU 20

INCINFNT RFPORTING
Al actual or suspacted Instancas of asset misuse, theftor abuse, as weall as potental threats (e.q.
hackers, CompuUter VINUSEs | OF 0OVIOUS WESHNeSSES SMecting S Scunty, Must be reportsd o your
immudiale supcrison.

A senvwy mlrashens madading, bul ool ided be, pemwgraphy o aelenoe, musl be

i b o .

T Any actual or suspected Sscunty breéach, Including any 101 or Droken Comersione sguipment
sl b reperlod b yom imomediale supevison,

* Local apency Security Coordinators are rezponsible for reporting security incidents. Within 24
hours of tha repon of the incdent, the Lecunty Coordingior 13 10 submit & bnst reportio e
Conneslonyg Senics Desk. The ieperl should include he Comerslens mames @nd 10 of he
responsinle indramiEl And Ne ype of rescn

[ 1 ave read and uinderstand Ue mlvmmaton oo Uies page

AD32: Certification
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How will programs determine
requirements are met?

> At a minimum, biennial reviews of local
agencies’ physical and data security and
operating procedures will be completed by
IDHS and IDPH staff.

> Local agencies are expected to conduct
self-monitoring activities annually.
« This requirement varies by program

How will programs determine
requirements are met?

> A new report, the HSPR0424-Security
Coordinator Report

> Allows state and local staff to review for
system users:
« past due for training
« due for training within a set timeframe

9/26/2013
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Liale wil oaf 1haly NN DATE: 0U2<02014
STATE OF ILLINGIS e g
CORNERSTONE il |
SECURITY COORDINATOR REFPORT
ASOF : 010172014
CLIMLC : n4snnz CORNERSTONE - ILLIROIS
LAST NAME EIRET MAME EMPLOY EE LD THAINING DUE BATE
MOUSE MINNIE 121212121 1201772013
YOUNGRELOOD VOLANDA AN S 125253
. — =
& start| 2 Prescht VoudFoxre. | o |l Cornerstane 13003 T Taean

Questions

> If you have gquestions regarding this
training please contact your appropriate
state program contact.

9/26/2013
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Thank You!

9/26/2013
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